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(54) IC CARD AND MICROCOMPUTER 

(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an fC card and a 
microcomputer, which reinforce security and speed up 
and reinforce a signal processing for security. 

SOLUTION: In an IC card, an operation voltage is 
supplied by the electrical connection of an outer 
terminal with a read/write device and the input/output 
operation of data with a ciphering processing and a 
decoding processing is performed. A dummy processing 
operation aiming at disturbance is included in the 
ciphering processing or the decoding processing and the 
operation timing and the operation current of an inner 
circuit are unified. In the microcomputer of module 
constitution, which includes the input/output operation 
of data with the ciphering processing or the decoding 
processing, the dummy processing operation aiming at 
disturbance is included in the ciphering processing or 
the decoding processing and the operation timing and the 
operation current of the inner circuit are unified. 
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^p^^BRtfi^tsKii, asi©i3tiiiKias 
■c. ±ies?2©fatiiEi?S i &sWTSTFux{cj:»3as2 

«DtBttS!8©«tMS*W - N * Hi* i* #4 C £ 413tft£ 
{*&W©#*H&Sl!fij 50 
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[0001] 

C»WOJRT4mB»»] C©^{j. I c*7- F£v 
£>P3>ea.-£CcMU f#&c I C#- F^oy^ 
AflSK©l f»7"7-f jaa>ta-ji©J;VJ:CPU 

©i«affffflia8f«:«ffl ixTflja&awfcwr 5 tor* 

CO 0 0 2 ] 

x- *©Bff^*sfflf txttft^fbteaitT a 5 «fc 5 tci/fc 

&*>Vmm*mM-rZTk (Timing Attack ) f£© <fc ^ 
<UHI©*tf*XI**tf©IMftR:, BWMR©l>3g£©l* 
Mi L-C. *SKJ¥ 1 0-6 92 2 2^***£. £/c. I 

r 1 c#- Fj tt£*#s*s. 

[0 00 3] 

£(£.,* 9, §aiCBf^MIi©rt§^Bf^*s}i^3ftS 
C £ © nJtfctt 3 ft r (, > S . C © C £ IC > "C tit , 
John Wiley A sons t± W.Rankl & W. Effinc^fSmart C 
ard Handbook J ©8.5.1.1 Passive protective mechan 
isms( ICidMZtlX l»S„ 

[0 0 0 41.0*0. SPA ( Simple Power Analysi 

s) ffi-cw:. stut^oatv *5c»wMa3ftxt,»s 

f r -*©3i^{cj;0*DS^aiilig^©Si-»* 1 ?>. Bf 
^||-?>5agi3ftr(,>57 s -$5:fl?#f0. DPA (Differ 
ential Power Analysis ) ^S^iJKftff^Stlt 

Zmt 3 ^c*J 6 WftS%«fl$ & <H£ o r Kiftr ^ . Bf 
^•Si%^^^{fc3ti:^6C©f / F*?:^i3iIU. IEL 

[000 5] ie^2r#fl«:ia*Ea> ± 5tCTA (Timinq Att 
ack ) 8©****OfcaffiteJlT?tt. *l^©jS»{CJ: 

ia©ct ^ ats»««»«*t)HM-ra£«»>5 s paxbd 

* - F m © i: 5 ft * y a - ;KC *S 3 ft 4 v Y 9 a n > 
b' * - ^ © <fc -5 tertii©^^ ^7 Ate J: 0 -S©r*- ^ 

[0006] c<d*w©@wb. «ffifias©»ffc*iiia 

L fc I C ^7 - F t -7 ■< 7 O 3 > tf a - * * ffi tftT ^. C i 

{c&?,„ c©^©fi©@««. m^(SS©foe*©ft^ 
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a a y V p. - * £ C t K £> « , . C ©&0JJ© Sf 12 

&6tffc*©Bfr©BW<t3&JB&i#ifttt. *i»fBtt©3a 

Site «t O'ffctf H 6W6* 1 «CJ5c4t?*5'5. 
[0 00 7] 

[ ma&H&kT a fc»o*® ] 4si»tdiot 3 n & 

&"!l!©5 5f&Wttfc©©1KS£tt${eKWTfttt\ T 

[0008] #MK*l»TM^3fta$89J©S5fl&©tt 

^©AfflTJSfrfl^^tf * y a -/U*»fiE©v ^ a 3 > f 
©&8»ffctcfHfcKaBffj©*f 5 -i«HWE££* -ttr 20 

[0009] 

[^©hm©^] @i(ctt. c©^3i«iSffl?n-5 
i c#- F«>-ias«ow-«ia*«^stirt>s. i c/? 

- FW. y^Xf-j 9>r-Zfrfbrj:5>ti~- K 1 0 1 i. 

F I 0 1 ©rtSBftfSfS3ftfc07nt,ft(,> 1 ? 

v^fiotcitfts. ±iaic*-Ftt. 36tc±ia 
I c^7- Fffl* »:/©^tt*K^3ftri»a»tt© 30 
(mffi) 1 0 2 £f$o„ «»©8j5 1 0 2 tt. '&~C 

afftMKf v s s . y -fe v v khtitf-R e s * o ? 

WCLK, I/O- 1/1 RQA-, I 

/0-2/I RQ^'-iStiS. ICrt-Ftt. 

©rat'©r- £ ©jiff^tf ^ . 
[0010] IS2(Ctt. C©^5C^5 I C#- RCfg 

t&3ft*> I Ctf-Fffi** 7" {70Q3>fA-il) 40 

0»:/n v f tt. &fc©M0 S36«@»©»it«l5K J: 

[0 0 l 1 ] C©#feWCC«* I Ffflf--,:/©«tf£ 

foZ. ^©t&Jjfctt, *U-, *£(£[5ISg2 0 5. *3fe*&JI 
SB («T¥KCPUtl^»8^AJ*4) 2 0 1, RO 
M(Read Oily Memory) 2-0 6 -£> R A M (Random Access M 
anory)2 0 7 . TMMt^ *V 2 0 8 &£-©iBtiE§8B. 50 
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9. Atti^'K-h (I/Otf-f-) 2 0 2tt 

[0 0 1 2 ] *a-^ *4fiSI5ISg2 0 5tt. H^U<cC> fj 
* (* r 8l5*S£3&g> *>6[3 1 ©«j* 1 0 2£/r 

* n ? * fi-^ccpiw L fc^ 7, r A * a y t> mmBi& 

L/, *n**?^WK0uaT*ia»-e**. cpu2 
xfA3>Fo-wjj7^ fta»£8&cH!*» y 

i a y 9 * Rtf f W & £ * WIST & . S2tt«B 2 0 

6. 2 0 7. 2 0 8tt. ^a^A^-^fct&ffrf 5 
^g-C*^.„ 0 9tt. ftMi-r^J^KR 

O (Atitfj) h 2 0 2 tt. y-$f?f fiMUfctf 
^^IT^S. f-Ji/U2 04i7KUX/<X20 3 

[00 1 3] ±IBiatf.»g2 0 6, 2 0 7. 2 0 8©"5 

fe. ROM20611 iatgrtSA^j*^{cH^3iat: 
i»5 <j r* o . i<c7'a * r- 

nm^^') (WT. RAM4CO) 2 0 7ttg 

Eb(cfBtei««©#*tt^:*s-c*4 >j-c*5*s. «s 
©m^'^snsi, iatf.Lr t»*rt$3WH*Tft < 
I C*-F*Jy-ir"9-f **>6»*>nai«w© 
S«&*«fWrSti5fci(). RAM.2 0 7 ©rtStt. (S^f3 

hie < ft 5. - 

[00 1 4] JtlS3F»»14^*y (WT. EE PROM 
(Electrical Erasable Proqramnable Read Only Memor 
y) it-O) Z08B. P"}S©»*jftitJWpI«B«c^»fi 
tSfe^-ty-Cft"). *©*(c— S*#5i*tiA:1S«tt. si 
iS©tt*&*«ff±3tirfe*©rtaU«:S«!3ti5. C©E 
E PROM 2 0 8 tt. »*gS^.S^^*0. i^IC 

^rtsw-rsfc^c^ns. wit*. ic*-F^y 

F©Jt»tt£tt. flWr4fc^K«*»A6h4. C© 
>S^©S&ft4'tt. V—ZJ-i % frt&fylnX & I Ciy— 
Vn^Um&fcTZ'&Wll&Zlcto, E E P R0M2 0 

8-cis^3n5. 

[00 15] CPU20 ltt. l>W57-f?Q7'o-b 

Lftuwni"*). -e©rtgpK^u^^*. 

^fcSii^n/c^^^n-FL, S«©v^*n0^ 

leiaS. fllfflUi?** (RG6^) . rtSU-'-fXBUStcM 
^■S^*^ f-'7^/>*. ^u*>-^«cf©AHJ*@!8* 
f#-3„ CPU 2 0 ltt. ROM2 0 6fti'K^3*ir 

^■s^^^wo. ^©^{c^fB-r-sKif^ff^. 

CPU20 ltt, I/0*-h 2 0 2?r/rbrA^3ti 
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^Htf©/ctoJC^Si fr£H£r-£©J: 5 tt^-*© 
mfrtiiL. RAM2 0 7^EEPROM2 0 8GC#T£ 

[0 0 1 6] ±taCPU20 ltt, *0-^SSBR2 
0 5 & ft* t' * 7* A * P -y £ff 

^ SJJJifc^rttfESftS. CPU201B. -&©f*f 
SP©£gg|5# P ^ > *^SM OSFETiN?t>* 
;UffiMOSFETt^6&SCMOSBB^6tJtJaE3*i io 
S. #te*lIKSft&l>**, CPU20HJ, CMOS* 

Bjffi&CMOS'^f ^y^0K£ % g^ffl^y-K^CD 

>x r A * p ^g-^ccRiW 0 rtf -5 J: 5 & CMO s # 

[0 0 17] IC^FOWa'Jf-fUffiiLrit 

KjOT?rtttt^*«*jWWWfff*ff ft 5 «*f«USflfit 
9^7h 2 0 9 C 

<0a-7u-kvlf-2 0 9B#JB©US/X*#rtjB3ftTt> 

[0 0 1 8] I C^-KtCfcWS-fe+^yx-/ • ^>Xf 

ArB, afl^-*'©»f#«iiitt^r*o, c©hj§ 

{t<tfcfc^#3l*«&SI»X T m^ dNtffll,^*, Cft 30 

tt* < * ftr ^ 3ifi? r n* «; x a cc <t o r 

fillTA 2 modNiABmodN©2o«c»^ 
C<h30sr*S. Y=e n e,^ • • - ©<S 

e< *±fi e. a>6STft©e t iTiHfc 1 fcf* hfo 
Srt^ v e, ^OAf^fc^A 1 raodNO^t.e, 
= lrt:o/c6A' mo dNtABmq dN*«»T5. 
Lfc#oT\ e, ^©tSKUJA* m o d N<DSI»<D 
»(C i ^0t*^WKMI^!f%t>n t e, = 1© 
iSCCBA 1 modNiABmodNiflDSISflOgfci 

= or*5^<owstea*^fafen-5fcfttc % e, =o 40 

[0019] COHJSWCDi^Kin^p-fe^lf 2 09?: 
tSCim, »8aTAffi£SPAffiCCJ:i)iSf^«Y 

©tt*»RsnrL«^pj*ii43wms -ee-c. c©n 

tCCfl3C^n^>-<#S*I^»X v m q d N©S53r£tT 50 
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sd, h3©#y 3; yvmj&vmioyu-?*- 

CC^T^OCCe, = 0rklT&A J modN£ABm 
o d N©W#©i8#*?fttctT ft 0 J; 3 icf £ 4>©T-* - 

[0 0 2 0 ] 03©*-f ^>^0{C*j^r k (a) (CtS 
T<£5Cc##B> e n =l©i#(C«A l modNOi 
ff*m>. e B '©#d«©l«CJ:f?«FHIt ltigrABm " 
odN©«J|t*m^ *©«*«£ i VJyh 

( n - 1 ) Lti = 0 ©<*6tCB#Pifl t 2 ^f^ 0 -XO 
■t, 'Xtv he., = 0©<h#t<£, A 1 mo dN©if» 
ftfflV e ft . t =0©«££ i *5**lM> h (n- 

2 ) or i = o©w»cB*wt 3*s^r n *lt, # 

^he nrJ = 1©£#'CCB, A 2 modN©?a»*ff 
(,\ e„_ 2 ©*CE©lfCj:0l«rHt l^grABmo d 
N©igg£tTl>, *©«JM»C i 4f ; ^ r ;^>h (n- 

3) ur i =0©«ffi(cB#wt 2*»*-r. OT. (h1« 
cce t i-cia«aaifttaoi5r&©r*s. 

[002 1 ] C©^SSW©3^01f^1f 2 0 9{c*jc»-c 
±SW#IIY©Stry Mt ©»aoXttlfcj»M 
^CCA Z modN©?S»©f*CcABmodN©»»*ff 
*5 J:^tc-T5. H3.(b) ©e n ., = 0©<t£©<£5 
Cce, #a&Ji0©£**Cfctt5±eABmo dN©jft# 

*jjBaaw©^5-S[*i:u*c#A3ns. 

(b ) ©^ ^ 5 >^ r EISa i EI4©^P-^^- FBI© J: 
^(C, A a modNiABmodN(OaSli)ff«C 
«, flAtfe, ©*dS©«S*$tfiS?Wt l^R^S 
n. ABmodNi^b'^^l/cA 1 modN© 

S9M8ff©iaectt. [(Dr't'jsytnhftt i = ocom 
imm 1 2 s n s«— f t s nfcitbf^ ^ -< ^ > y& 

»Ii6i1-SCi^ttS 0 Ml, C©ittSWC 
«, e, ©«3eA5a», *©IS***Slllt«ff©»tt©ai 

[0 02 2 ]S5CC«, iia^^a-fe^if©— H»WI© 

*«»I^»©«MJIIB5 s --*^7t. "J 6 -*'** 

*^LT*-ft«a»acpuw:j2!<isni. 

*B. TFU^^'^^6«*&3n^TKUX{i^C*fJS 

[002 3 ] C©HfiSWCB % rt^XMDBil/^ 
*^D-y^©y-K^^ h^77r (R/W Buffer) 
£©fflCcy^ h [HlSS 1 #SHW-64i*. C©y- h.BSg 1 

B..W»»aKct0Wi8*^fa*>h^» e * *»10tt 
6BA 1 mod NSbf¥©^»M^F^Sf5^*^MD B t V 
-K^-Y hA'y 7r *^brBf^©U'> > X*CDACcK 
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>< v ? r to* ?- $ ©g tf «stjhf * . l/c 

#->r. -eofi«:tf4*5ti5ABmo dNOiSSMSSte 
M 1 ft 6 tfy- h @!8 1 F *BBl »fcKfflt© * * 4 

stis. 

[ o o 2 4 j si e 7"a-tr •> wife®— mm 

X$7'o?i'O l J-F'5-fh^'^7 (R/W Buffe 

©y- F H8S 2 «, figf ais] lite ffllttH&&CC J: «J flfdfflW*fT 10 
ftbftT. e, #§1110 ft 6 A* modNttfP©fll» 
*S*j«rtffl5'** MDBiy-h'7-/ h^77?i L 

t-y^5?CDA{C^^jA*tlSi. -&©?£{£ y-F£B! 
Dr L*t<^J!>>#>3 U^X 2C D A^lTr/cft?--*© 
*Si&#*8Sjt-f*. LfcilioT, -€-©f&tCtTftt>ti* 
ABmo dN©iH»*Sm». 'J- F^-f hn-,7 r Jr 

Ci4ft£. e, *ifllSlft6«y--FlBi8S2« 20 

[0025] 07tc«. ±iay- f-@i?g©-si«6^i©rt 

W. T> h*y- F@&{cj:oTfltoS3ti. -#©A7JtC 

mtesti-s. ±tay- fbkowjwi^h:.; t*-*/* 

•;7 7 (R/W Buffer)i#fflUi7x2(c5-r Mo 
-T'ff^ibTG^etiS. 

Co 02 6] co^JSfflrtt. MiMSS-COfeooea 30 

MWt 5 ©ttftx.r . U^Ji Xti:r- ^"^;7T^ 

o»*i4*«WTP*Jg^r4 7-/hxh a-y{I ^t©?££ 
5r-f5>^^J0fftx.SJ;'5tcr'54)Cr)r*5. o* 
"3, e, = 0©<b£tcW:. A' m o d NSWP©?l&if£S 

A«ia^$ tifcf^tc ^ a m *-7jim^zn')i"<)i£ 

■C**. iMic. e, =lOi4KB, $H'»lli7^ I- 

f-y h*>6tt*si*fcSA<c»fSkT. s»ffl©y-F 

0K*R W Se&RP ft I >© r «f JRfbft* njffitc ft £ . 
[ 0 0 2 7 ] m 8 tCH, _hf23 7' O -fe 5, ^<Dfib©-jtiS 

^*ya 9 i'© 'J - K7 -f h/<v 7 r (R/W Buffe 
r)i &l< >>X $ t OffllC & V f £ 2 t V V X $ zfv •> 9 
tc^s-uy^» 1 AiRW^tlS. COtU**2li, 
fifaisi^KWigtiicejcoftirffliA^fftbtir. e, 
HOft^tiA 1 mo dNft^OSIIMS^rtaK^MD 
B£ •;- F*7-Y F/W 7 t t^i,Xm%<OVl>7,^C 50 
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DAtcStiiS ns J: 5ft««S£Jf5$U ^©f£tc 
C0.0 2 8 ]"3tD. J«SWIi**l/S?Xd»C DAK 

K0iA*tiS4. -ew&ccys-uyx* i sigiR-r s 

OT. U^X£CD A^©rrAiftr-£©§£i£&&^ 
ltUO-3-e©f&tcfT ft t>tl5 A B mod N©jit?tem* J 
#5-b^X£tC#*3iSti&©£ftS. e, #16)111 

©fltfiKtt, i^x*fc»*i&tf*6ffc6£a&r 
e, *J|i&ao©<h*4iftiii©4#4rsijS:?fiif5r*/«i 
£**«:£< pj-tcrs c4#r£ &#6. mmmmzm 
fflifcrf-^w o fifi*tcii73Yb-r s c 4 #r ^ s . 

[0 0 2 9 ] 0 9K». CO^tc^Sn^a-b ^-y-© 

H9 (a) ©^YS^^SRCJ 5 (b) 
hHtCtet,>T. ffrias»BHL./'cJ; ; 5tC. A' modN 

©?am*. e, ©*ij«o»$Rflt i<Dmhifz-m»m^ 

il/TA' modN«LtABmodN©ifK$ 
tffS. 

[0030] -?-©a?liEfgtCi£ 7 s (-1) 

r i = oomjzimffl 1 2 t*-t»r*i. ^©pat±faA 

Brno dN©St#£*&l& felT. ISIIitCe, *r 

i^«ft«»^%<si»)g-rfc©r*-5. contest*. iH^Eft 

e, ^IftffiO i l©ittcM«ft<±ia©4:^ 
ftSWttflPSfBSWSO-C. mrS^r^/ci#tc^»iJ 

ft#j»*Mffif c & #r * ftci*> 6 . mmffi&zmm o 

[003 1 1 11 0tC«. EI9©3-7'P-b-v-!f©HlfP€: 

fm?6tcttxD-mmffl<o7a •? * s* s mstirt>s. 

»ii&fflr «. y 5 - ■< * - T'jbft^ i n -r * - y 
;nt^^iiai-r s. ±ib^ 5 — / *-*-?>\>m*it =J 7a 
-f *-5 r *Wt. try- f-@sg^jiLrfi^i§<cA 

*Sti4* JE-ti*. 37na-7-JHf*iTi'f^ 
r*s«hi?tetti^r. ys-^^-^Kf^r^^^ 
yr a 5 4 1 (c *si*sj*siJ»»ff *ff ft 5 ct 5 te 3 n 

[0 0 3 2 ] iiE^-^-yjMf^tt. 

iiss^a utr > Ky- naig©-^r©A/j{c^3 

ti. 4>*57> Ky- K@K©fl&*OX*«:ita[fltS-C 

9 . iK#SrffM3tifc5 h x h d-yM^©fi»* 
f 5 - * - y^s-^raiRWKffir 1 4 x *> tcr 
^. 3 7q-f*-7jnwi'7 i 'f ytc3tvr. Bute 

iBI©f^Si)f^*?7-rS4, *©aiMS*4tfi*-rS 
tctoOvj F;uo-y»^#M3tt5. cOct^oc 
3ya-Y^-y;Mi^ri'7 v -f y©4ttctt. y=- 
■f * -y;Kf ^©Jge<i^7 ^ r -f y u-<;U4 ft -5 r 
7> Fy- FIi8S©y- F €P3 < <t 5 tC$IJ$>T5©r, 
JJBiEttasiS**^ -f F x F a-yfi^tci-or. R 
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/W;< -;7rXtt Z 7& '■> t><DWC£.<T) Vis Attic 

[0 0 3 3 1 ±ffi© £ -5 ttiBKffltJIHWlFTT 5 i . y 5 
- * - -iMt^T t>7-<7£fj:-i xm&^ctt L-C 

MCTt^fl)!-, ±ffi»ftBft©ys-»JM&ftK:.fc 
Xttt^Xf^n^ ?<DBff©Duy* 5lcEx.6n^C 10 

[0034) 11 C ©£&"«£ ay P fey +J- 

7S$nn>-5o 9712133 (Cth LfcfUStfll© J: «SQ 
SW0#5-»#S#AOt:. (a)©£^S>y0© 
<fc9fC, e, te^tLTIIMbUTA' modNiABm 
o d N©*Sf|£S— *tt LXtftZ "5 J: "5 icbfctl £Vi>, 

•360 (**}> ©&©£. t-^-7P-j8>I*'ifSi 20 

[0035] c(D£'>ts:*--j-<-ya-mmtt. i$mm 

"C« (b) ©W 2>^K^*J:3 7 P - 
•CCDiS^A 1 m o d NiA Bm o d N©ifSgEK*i<,>T:iIi 30 

-mix. t-'<-7D -«ui©fc«>cD«)ffi*j|iiM ?ns/c 

[0 0 3 6 ] 13 1 2U. C©^(Ci537042;tO 

^3*iri-»s„ c©7P-^*-na«. Miaiai 1 

(b ) (CttJ&O'Cl)*. A' inodNiABmodN© 
JUST Sfc©T£>S 0 

[0037] Hll 3 KtJ. COISWS37'Ot»t 40 

©fife©— mfcffloibftiDmmzi&WTztcsbott jz> 

ySA^sn-ci^. C©^flfcJ:a»ftiiirrtt. ?ft 
ffiA' modNiABmo d N©J: *) ^n^'aiftCfc 
t,»t«, ^©&^*Kttj£L/T*-/<--7 P-J&JI© 
**49tjfcl»i©2«K*ifiWELfc*. C©HiS«K:' 
JtsafSSfg-Cfct. StfiaA 1 mo dNiABmo d N©J: 

K*-- K-^a-tea^ffSfti. C©fci6. 

*■-/< - ? a - $mpT-m *m*w? km u -ejus 3 n 
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5. 

[0 03 8 ] 01 4 (CI*. 01 1&(/>U01 3HCmO/c 
3 ypfe ■*t<DW}ft* : mi%-?Ztcib<D-m&W<D7a -j 

«. *ry-niss€:jib'rfiit?mcA^j3ns 9 -en 
ft, nynt-^-^n-i^r^f ■/ ^t-* £ £ # 

3 1 *k - n -*aa«ifp*tTtt 5 £ 

[0 0 3 9 ] ±§a=i 7"n a -{s-9«. T> F 

y- f-BB©'— ^©A^tcgtt&sti. *>*>S7> py- 

H5I!i8©fl6*©A^(C?giSiSrffM3iifc5^ l x h a 

Y h x h o-^(i#©eil5:3-7 - n^— /<-7Q-i# 
Air ff- •< ^U^I/-C&«,»i*KiBKWtC«»jI:'C*SJ: 

-cmfrntt* n -temZiTfJ -> r t>3 ©-c\ 

■f&mxiMf- hS8g©y- h^t^citaot 
teaitcT-sfc©^*^,, iriaiEti©*-^ 

-7a-^lI^7-rS£. *©Kifflte**tB*r4fc» 
©7-r hx Fd-^fM-^AJJf5fiS34ir. R/Wn'777 
XBuy^^a ^©BFr5t©uyx*CcteSJS**5# 

[0 04 0] ChlcJtlt. 

3&»mi;6ns4>©T?*«*»6. iiia^sLgw©^?-* 

-•7\%mfiR/W>* 777X1^^*^^ ©^T^ 

gw© yj-t-^-70 -toffi^ftBJis^ir- fit, 

[0 0 4 1 ] m 1 5CC«. C©f6B^C^Sa7 , OH2-v1f 
©KKft©— SasW©«ft4ttWTSfc8E>©* A 5 > y 
0*^3nrc»«. (a) {OTifcfcS e, = 
l©££iCtiA' m o d N<Dffi&*'{7 1,\ e. ©*liS© 
lKiO^Hlt liiTABmo d N©?ft»£fft/\ * 
©s»a«c i =£yi"JX>h (n- 1) bX i = 0©*ij 
fetcmW t 2 45^^. >A^-C. ^Kjl-e.., =0© 
A' m 0 d N©?Hg£m\ e,., =0©WS 
<!: i *y f'J y > h .< n - 2 > Lti=0 ©ffi£{CB$[li! 

t 3 4*^-r«t^ft«JMftft«:*tor. ±tes«#s© 
mit 1 . 1 2Ro*t 3t,cttbxmiBm<D?i~-yA 



(10) 



17 



[0 04 2] (b) <DZJ zymX'te, ±ISjg£LSft : 

0, mm t 3£^>£-^<bt,TA 2 modNXW 
Bm o d N^t^Th^O^W^feSn^/c^fC, 

sagjis^ifcf 5fc©"C*5. cntc^br, (c) * 

>f $>*Tartt, ±13 (b) 4ttJ»CC±ESI»»©-l> 

#5-1^*;l/**#A3*i5. ±feA 3 modNXBA 10 
Bm o d NVl>Tftfr<D : &mw%?iltfi1iC7>#Mcm& 

[0 043] ±ia©«t *>ftmsmm<D# $ -im 

J:5^***J*S»<DSi»tC*jl*-C, SI 5 (a) tCjn 

■Lfc«f8BSsa»«(D«fia 1 1 . 1 2 . 1 3 tc«as»© 

(DWKjA^^Ati^o cfttcfcfl. Hi 5 (b) tt^nTJ: 
5Cc t i . t 2 . t 3 0DB*|H*s^r.-Si*0,' 

a«^»r£j&ufcaft£-fe ? h urtet, ( c ) k 

^TJ: *> tcS@ t l , t2, t 3<DB$H£^>#AK;^ 

wt3 ■try h^t&mrz&sicTzt. ffljLtemi 6 

3S9Tf3&6fitfCA 2 raodN-A' modN-ABm 
odN&tfi -2i i =0 ?<D§*^7<DJ£*)3MUC 

tcSOT?, IB 1 1: ^ h-foffte^WAojc^&JJuaa 

zwmmctez. *itffim<D®&b. mwutv 

fflWffll^X* (CCNT) 
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£\ . Y^(iltcJ:^T4iiDcDB<DfflB 1 , B, > 

B 3 . B< aWSKJCftO. Cft6<0fSttfflT<>orif»0 

T. RAM^E EPROMtcftC«ttl/-Cfc* ^SIhI^ 

y^^y^mu^^^^mTZCt^^K CO 

[0 04 6] ffl*^ 1 6 fcf? t-^XfC 

-5 2 6ii»r "88" i"H \ &4E3lsfcJf^ s 
tt % "1" fr6 "0" ^XitLtcV* V<DWmKV& 

[0047] t> "1" <DVy bCDWl^mteZ-T 
❖ "1 9" £3£j£b/cJ«£, "1" ObT-v 0 
*<Z)fiI# I *>6 "0" lc$Ety*>tctc&>. %Ott<Dm 

mmmztiz. z<otc$>. 5t<z> 1 4 1: hifiseitutc 
r-zicit^xrmmffitf 1 tr ? b»>tm < as. h& 

■ fc. ■ MM" 4 * > ©S**3H » « if «'»«JlStti* < & s ' 
1 1 o «Mtt*j * & . c o j»Biii4* e^jntc^f 

[0 04 8] 01 7 4H1 8 6Ctt. ^ 

MOOBCDffilBt -B 4 3 \*v V&m<bm^C[Z8 
ilOOBOMBx -B, ia^a-b-y^OUyxarCC* 
Srtm-<„ Sot, ii*<Djg*riatS[5ISg (RAM) 
^6r-^^*X*ffiUr±l2nyo^^lf<DtlU^X^ 

[0 04 9 3 









f- 2 
















ei-i 



[0 0 5 0 ] 



50 
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fcfy h2 


ei 


ei-i 




0 


0 


0 


A 


«- A 1 mo dN 


0 


1 


0 


A 


«- A mo d N 


0 


1 


l 


A 


<- AxN 


1 


0 


0 


A 


*- ABi modN 


1 


0 


l 


A 


*-. AB 2 modN 


1 


1 


0 


A 


<- AB 3 mo dN 


1 


1 


1 


A 


+- AB* mo dN 



[0 0 5 1 ] o'SO, mflBSIl BCcSLfci^a^o-- 
CD5^<DlElA>BU^X2CDB£>6fil 

modN, ABi modN, AB 3 modN, AB 4 m 
[0052)11 9&C&£, C(D^tC^Sp-7a-b^-9- 

r^^cfc^CcT^o C(7)»JSJctCJ:0 % ra^p-fe^OU 

^*s**«»si*4c<ta<. *ff«*ra©sti£* 30 

[00 5 3 ] 3^at7tlfSU^$ (C D A, CD 
B. C DN, CDW) « % P!Htc^<fe5K:4^<DU2x 

ffifflSntC^o 2 t** h«M*fT^*»&, 20OA 2 
modN 4tf t 6 ^(DfUKt B <D<S£ RAM*6^y 
0-fey^#fflUi/X*^- 7 f-f££>B U^^^CDBfC 

[0 0 54] ^7'a-te^ifcDAU^^^CDAiBU^ 

xj?CDB0i/o^ti -th-etiK: y - K/^-f K 40 
a'?7 7 (r/w ' Buffer)«riftwx, *neMEtes»c 

roilBtt. IW^cciOr-^/^^A^i ( P a 
t h 1) tCOtc«f m .H^l/&t»CP.U©RAM*>6B0>; 

0rBU^X^CDB(cSii-r5o #fc?HJKS#ABm 
odNSXffr&HKCtt, fflWmmc£*)J*Z2 (pa 
t h2) CC^Dfft^L, ±l3BU^^©Bfi[*}J|»SCC 
^^ilBCPU^BU^X^CDBCCT^^Xt 1 *^^ 
JzSCCfS. C^-S^Ji, A 2 mo dNSrSSIMfr 50 



ftt.. BfficDte&iii^ 

#3§«i s ti a /c w r & < % si» ±. issi^yBwa^att 
[o o 5 5 ] 02 oectt. cvzmtcifc&ictr-fm 

(RAM) IH©e2£<DI8L ^yeca^SittW&J: 

»}<Dffl*P^P-fe v^SB^^ey RAM^637'D-fe 7 
tWEU^X^^ h+©BUS^**CDBlcej?!-r 

[0 05 6 ] COfdfeWCK, *uiaS2(C^U/ccfc^^ 

re*- ^m^yy^cio^x. ram<pimk:*'?>£# 

[0 05 7 JB2 ltett. J:E*9>#<Z>-*«Wcq^ 

* * <d&vj<dt f u * £«#-r sfteir Kuxi/yx* 
a £K «t « 4 > * «m > h fg^a^wwr s. ^ 

UT&SlT F UX \sVAZO%%tT F UXA + 1 £Jf5fi& 

y^*(Drt§€#*tftx5<Dr, 1U2 2<D£Y5>^ia 
fcTjVTcfcSK:. RAM7FUX#Jt#CC^>*y^>h 
A, A+ K A+2, - • -Snr^t, ^(DTFUX 



Da f l . D, 



(12) 



21 



[0 0 5 8 ] C<DMMi~Clt. rfu-j >/$hmm-~-7 
MCte-itcmx? FUXAXA>6(07 F" UX-Sr#?># 
W^UttVtjmtclt), T K UX'<XI,C £'© <£ 3 ft!!** 

e- - • &Bit>zt\zt7 Yv^'^m&wfctmn, 

ft£. 

[0059] 02 3<CU. ZoymMltfcZ I C#- KM io 
^'J (RAM) ra©^l©Bg t X*lKi:#9>:5?£ta 

3 (c-r &&©-£?&#, ^•s.ng^Sffl^^.^- 

7 Fl>Z*y*>-> \-®mtmVhtiZ. OS f3. a$Jt?£ 
£Hft i'-C&S L fca£ft£ & h C tf> C P U £ # ^ > £ 

fjtcpiBS(cfs*Lr4o-t. ? Pum<Dmn<D7 f u 
{ a 0 e 0 ] H2 4 5c«, ±E«aa»ft*wwr«fc» 



(1) 

(2) 

(3) 

(4) 

(5) 

(6) 

(7) 

(8) 

(9) 

(10) 

(11) 

(12) 



i n p u t X. Y= e» <i,. 
B = R* mo dN 
A = X 

A = ABR- , modN+kN 
B = A 

for i=n-l to 1 
A = A 1 R-'modN+kN 
if e, = 1 then A = A B R 
) 

A = AR-'mo dN-HkN 
A-AmodN 
output A 

coo63] c<D&w<DitxDmi&mv\t. msm z^v 
o 9(cte^-r, ±iaT;i/rfjXA5©^f-^ 

7"(4) , Xf-->7'(7) . Xr >7"(8) , Xr^7"(10)-C 40 
/fcSftfc r A = A8R-'modN + kNj mcsZftZft 

•fe v V 2 0 9 f^Kg-T 5 J: 5 ft?fif£|n]S§ £ ifHjffll[3Sgj!>s 
SfJ^S^©A^(BA. B. R, NRO'tbTJfil 
A U *XtiR A Mft £'©l2tf.^g{C|S^S n 

[0 0 64] ®2 6Kti, C©^BqtCfflt,^ti-2>a^a 
•k^t/©ffi©-^ISM©7'a v i'la^snr^.S. Isl 
Eicfo-ur 3 3 am i ©«*a?li?§§, 3 4 2 ©*s.fq 

3 5tt-^!2radTemp£{SHH-£7->*7 50 
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* AfCgl&S Srft]*.?,;^! < frb/cT Fb^A + S^r F 

fc J: rj ffijfl©7 F U x A £f#T . fei&BfrffilSJfSK: -Y > * 
'J^>hL-CT KUXA + 1, A + 2 • ■ • Z$.f&? 
*>. COiViTFL-^A+l, A+2tC|5jjgjOT. £1 
#!6&S*Ja»B. C. D • • • %T KUX^'X(CJ*U1 

T-s©r-, #as©r F p^^fctr F u^/^©r^» 
[0 06 1] twafSttWoJ: o ftns#ffc/«#{i:ggtc 

fc^T. "<&ft*J&3Hf r * v modNj (X. Y. N 
«jE<0K») £J8l>A:J|ft, X. Y. N^. ji^ 1 0 0 
tf •» h - 2 0 0 0 t' v F ea©*#«C**' 3 

tl6tclb, fx 1 mo dN 1 ■z^fricL-cmmicmift 
Aasjafcnrfco. wiAKfcottt, ^gg^ 1 o 

-2 1 0 5 7-^filg (*fflg»##5. 9 6 1, 5 7 
8) tCfol^T. rABfi-'mo d Nj <D7)la>)XAZ 

mc Ltcnmm&%zmwc~? j ? a %m 

[0 06 2] ±i2TJl/=f'J ^f ^OJ ft 

l>L(12)*>?>ftS. 

••• d , N. R 



step- 1 { 



modN+kN 



'jU^X*. 3 6tifitA©IStt(Cifijra3n5Ut?Xi». 
3 7affiB©|gffi^^Jffl$n-S>U^X^, 3 8{J(BN© 
ttWtOpJfflSnSU^^-C**. 3 9«Mi^fiSa-^ 

4[SHJ-T-5>7 ^^. 4 Hi r 4-2 1 J ^tf^/cfc©^? 

[0 06 5] c©3ISSW-C«, Wiefi«tci||ffl«:SiM3 
hri>&£'*«^a? ^^Kirar'-tSift i( ABi 

+M, N)/2 l J ?rH?Tt-5J:^f£:3n§ 0 5feT. 1^1 
©a?0iSISg|3 3B. U>>X#3 5©[flTemp. Uv 1 
^^36©(ilA. U^X*37CDfiiB, ^A^ji It, 
fflfDiSgt TTemp + A • B, J fcUffTS. ^©fUff 
JSSlifilT emp2i UTiXR©»2 ©««aW»3 4 



(13) 
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NH6ft£, ±iafiTemp2«n + LKv hS©»tt 

(0 0 6 6 1 -77. M i y^39tt. L fcf y h 

ft©$A„ , B, , N. *A#£l/tLfc:? h©SSM 
, ££J&U CtDEUM, libv ; ^^4 0(C-B$SfjK{S 
f#Sti5. &2©6t«Ii£ff53 4tt. MI6Terap2, 
N. M, £A73£LT. SfffiS* TTemp 2+M, • 
N J ? 5 . n + LK-;b S©ffi J«S *©Tffi L f 

e m p £ U^X £ 3 5 Kj£6tVCM3;5 

CO 0 6 7 } WJ:<DS*f^n/L|p|iSOiIL^Jf-rn 

tf. iS» r (AB+MN) /rj musics chcc 
Sit£»«K. LCv hfi©M, ©#£fltt?lllg3 3 

S«»W5Ci««t*5.'3 8K. fi?D?S^S 33i 
SWnS#& 3 4 £it»C&^ b -CjtfcW OC Sift 3 it & 
CtlCi:*). n+L^-y|-SO*WfTemp2^- 20 

tc5. 

[00 6 8 ] U^**35~38*fllfflfii*S33. 3 

4 4 3 -c&ias ns. btcft-> xmz uyx # 3 

5~3 8£RAM4 2r$/£TSC£A5-C#£,, CftCC 
<fc 9 . » -7 - ±©Ut>x *'ffi»©ffi«*rajt6itt 

S„ ttc. COiffiKte^rtt, ^tC7 ; -*>'<X4 3CC 

„ :/©ffl«*5*£ < &£>£cliJ: ^ &CT3'.&g#£ 
CS#. 02 6©||j5fcffl©£5{cmffliSSS§3 3i««I 30 
?SJ?&3 4 *ajajfl«j{c»^-r5 C £ ic <k t) , +IBJg*T 
e mp 2 ^x-^XfcBiV-ceSsTSC irtC^gtCft 
&/■<:«>. ^Xft<££r-9&j£fi©{£$£|l£C£#r 

[0 06 9 ] C<D^mW<D*7ZHzv?VK, IP 1 ©« 
ffiiHSS33rTerap = 0. » 2 ©SI«iSI»S 3 4 "C 
Mi • N = 0. ££k:-&U:?£4 ltC<£5 r-=-2 L J © 

*. f A • B, j <DJ:9&!H&£SIUH ('MttBtB, £ 
*©*<S*«:ffl!3:rs**&»A£©j|iS) 40 
SSSiLz-CffiffltSCiASr-tS., TA-B.J©^^ 
«t^^S*»a»tt. ±l2T^=f 'J XA©X f y 7" (2) 
©SSfR' mod Nj 47-/^07'Ofe7f2 0 1 

»©SjS{fc*EI$.C 

[0 0 7 0 ] m2 7© fR' modNj <D§tW<D@t&m 
(OT^tt-C^J^tC. R=2" . n=5 12£3ft. N 
H5 1 2 M v K R' lillfit -7 h ft: WAS i rTtMB 

l o 24 tfsf h£r#o©fiI£S*i5. -7-r^ci7"a-fe 

TR ! mod NJ *fT^t*. **&»© 50 
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r * immictiZtenv n -ciEJgfci$irr 5 ommm 

■C&t. »*> 6> . ttl&«*«i:fi{W*» 6 6 4 f v h *£{£© 7 
P'^ibtjEll/. £fc. &&£&±{ilM*>6 3 2fcr 
v H6©^a », * £ LTfegU «^±ffiWJ©^n ? 

^©raiortea-r^. 

[0 07 1] (Sliaicte^r. WAliQ ( = DarNa) 

*«©»»£ L-cjefi-rs. gugfttca. r* ©±firoj 
«c*fLr tq • Na j zmmb. %<Dtmmmomm\ 

iCjttUT TQ • Nb J rQ-NbJ©^ 

I3j^©«ia*|g'jji-r£io^ffi{cj:or. rR'.mo 

dNJ ©«S*€:'»SC-£#s'r**. 

[007 2] ^K«-e©jiJ:-C. &*lfcT-v 
4fc«&©«*»®4*rt«Sft4. C©£*. 

r<2 • NbJ ©M11W, ^l@@tlJ32K!/ h£4 8 

©i^tt^:#«c&©«S*ailWH@fe^»Jjgsn5. c 
©££, friaia2 6 0c^$n^3 7'a-b yij-Kj:ori^ 
#Bitt«cmsa ta • b, j (Dma&m&mmiMzm 

5(c*sW5Xf- ^72©?Hfi[ r R J modNj 
n^'p-fe y 1J-2 0 1 ifflnriSffTSi*. -e©?)Iff^ 
H©J*afb*H 5 C £ #"C£ 4. 
[0 07 3 ] ifi2©«t^^TJl'^ , J'XA{Cfc0tS TA = 
ABR l mo d Nj ©i8m®il-C«. fifa^fg 

i o -2 i 057^) ccte^ri^sn-ct,»sj:^(c. 

fl^ftSCtC.fc^T. 7 O-W0©£*(C«jlK 

S5JMS*W*>i&N4*»W-N-ri<>©-C*5/tat), * 
-/^-7a-©*jg(cj;0SISt8#rJ-f»?^^©jSt>*s 
C(Dtc#). HUiBCO J; ^ ^ I C*-KLS I ©?i 

a^aj^aa'j u . ^© * -f 5 > y^^itWMii©^^^ 
s. 

[0 07 4] 02 8 C©»W»C«5lf^fc«iilffl 

5. c©3UfeW©Bi-^{fcfeifflflajSi»-3.- f Hi. iri2© 

co 0 7 5 ] 02 8ccfcc»-c. mmzGicmbtcWi 
tm2 (ommmwzs 33. 34?: &tsmwmw%K. <t 

0. friaA' R-'modNXIiABR-'modNOSS 
AifffrfV •?-©Sl^aWtt7 i >^7 U l/^JTem 

[0 07 6 ] ±ia*-^-7a-7 7^0V*SWSI^ 



25 
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^-7a -©Wtotefl-SB «fc 0 iSSJWEtti^r 5 c £ £ 
[0 07 7 ] ±E©»^«ai*. SOct 5 ft 7'P ^7 A 



20 



-C^SIJSffihCtt, Exc h ang e W and 

[007 9] iia^ft^a^ xw^ft^P^A- 



J«lft*9 (fftliO) «Ctt»»W-N©<S«l±. r>**7 
'Jb^JfTempMSIftSnl ±i2r>*^ 'J U>> 

W *- (AB + MN) /R 
Store OV bit 
if OV then 

w <- w-n (im<D*-'*~yn~imtw^<om£&&) 

Else 

A «- W-N (#*~<D*-Ji-7U~mW:£A'^<D9%&fr) 
Exchange W and A 
Output A 
[0 0 7 8 ] ifaypy^AKislvr, Wtt^>^7ll 

T emptor FUX£U^X£ACD7 FUX££»T£ 

MjSUTWXttAtD^-^^WJaSc-?-^ t LXiittZX 
W - (AB + NM) /R 
Store OV bit 
A <- W-N (:*-/\--:;a 
i f ! OV then 

Exchange W and A 
Else nop 
Output A 

ftV<D*~'*~yu~m&<Dtc&<DmWW-N£Z®$i 

7P-77^0VWn(l Exchange W 
and AcOcfc 0 (cr K UXjc^^tf ot U^X £ A£> 
r FU*Jg3£fCJ:0f*>#5'; U^x* (W) ©7 s - 

W *- (AB + NM) /R 

S t o r e OV b i t 

Exchange W and A 

W <- a-N W-/>-7a-Hi U^X#A^©**ii#) 

if OV then 

Exchange W and A 
Else nop 
Output A 
[0 0 8 2 l.o*p % *p'<~7P~0V9ff*MCj^ 

(^Exchange W and AcDi; 0fc:7 FUX 

otf>#7'JU^^ (W) % oi^Ui/X^AlCr 

fl^ftK* Exchange W and A©<fc5CC 50 



[0081] ±ga<Dfflr*S5att. mtcxomtz-faif 



UXjg^fCiOf^tf^ll U^X* (W) (Dr-^^W 

^assstt, ^w±^>^7';u^x^ (w> 



27 



10 



20 



tun xmrnwimw^mc a * . 

[0 0 8 3] ffiS2?>#-7y l/^*Tempil/^ 
S 0 7 F l/XvUfr^il&S tli 7 H U^if 

l/^^Temp iU^*Air^ttSJ:5fCi8! 
f-4^T5/cWr, r>**5 »; U^X^TemptcffJ 

S£fcus;**Ate»^T6hfc7 Kuxtc<fcDr 

[0 0 8 4] 02 8©HS6WC*Jl»T, 2O0b^^ 
TempiA»\ #-/<-:7 D-?? ^OVteSfrE 

J:^b^x^A^ST57 FU^tc^OWJa&f 5 - 

^^a^s^^ 0 mreai^w-Ni. -enfcjcojfras 
timRveomm&m* mm? zct *> 

[0 0 8 5] fflrElllfi«<D J: 5 iC»?D«»S<Dl5ria© J: 
^a^-/^^a-^7^{cftxri<a^ (Bo r r o 

*h miA* R" l mo dNX«ABR- l mo dN(DSS» 
Wlir>^7'J U^X#TempicJgttU W-N 

tattu **u~7^yBR#«£££<D^ f>^^y 
[0086] ±e©e^«iatt, #<z> j: v^o^a 

W — (AB+NM) /R 
A <- W-N 
Store BR bit 
I f BR then 

Exchange W and A 
Else nop 
Otl t p u t A 

[ 0 0 8 7 ] H2 9 ICK, C<Dmifc&ZV^itjmm* 
W *- (AB+NM) /R 
Store OV bit 
if OV then 

A «— W— N (jEm<D*-'*-7V 
Else 

X <- W-N {$~-(D*-^-7U 
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(D<fc^& I C*-F«JtcfiK3na 1 ?77*(07^a 
3>e^-£Cc#$ft£3:7 , a^7int$£tt6 tt CCD 

[0 08 8 ] ±ia«*i6»©aw-Na)«iit*?tf to*i, 

7P-77^0V > i # K « f - £ X WO fg^jM 

irsju cos^snfcfi^u^x^Atctswsn. a 
- ^ p - cDWiw?:?f*R <*: o isamu <t § n a . 

[0 08 91 030 CCt±, CCD&BJWCffiSBf^fbJfifflfll 

snti^. co^iswra; Bffieei2 so^iswccfec* 
«tc*i*m»<z>f*w~Noc>«»^tfton, t^-7p 

^/^7o-77yov«t f #cft f*>* 

7yt/^$ (W) £U^X£Ai<D7 FU**£ftL, 
T, ft»«{cl/yx*A*afRT4TKUXCC<tO*JS8 

[0 0 9 0 ] ±K<Dli-mfiffltt. *©J:5ft^ny5A 



30 



40 



(16) 



29 



#032 0 0 1 
30 



2 66103 



Exchange W and 
, Output A 

[oo9i] ±m>nifeWfrh% ^nmmmiiz. t 
( i ) nm&w y - k ^ ^ h kb t «*cufl«: gta 2 

■CrtlUagKOttfPdr -7 3 > ^&C;«lft«i«©IB-{fc«:ff 10 

[0 092] ( 2 ) ±zzk.mz.x. ±s&smtmmx: 
mt*tm Lfc i c f «r»s c t s i t,^ m 

[0 09 3 3 ( 3 ) iiSKftl^r. ±f2^#fg#J&fH 
«afflS8#a->HCJ:i)?T*>i*4c<tK:±r). J&Itt 20 

[0094] (4) ±EKftiA-c. jcMzmmtumm 

ffi&.?.~y h©»fl=£t/C. A^sn/tx. Y&tfN£ 

A=l. B^XiUT. A = A J modN£A= 
ABmo dN©?Si?£3£5?T&<,\ frrt'SiSJWC&^-r 
Y©_tftd>6 1 fcTy f-foAr. '»Hp--C*ti«±KA 
» modN(D-<8S^m ; 5r ; ff!?fl^7 :: -i'iUriettlHlSg(iC ' 
KOiA*. lftfflir-S>n«±iaA' modNiABmo 
d Nfl!)SIJMS*4WS»ft^-f i OrtettBKKBW i& 30 
tffe©iU _kfat&il0©i*©A = ABmo dNCDjH 

[0 09 5] ( 5 ) ±iatCjjn*-C. ±EiatlEI?8«: 'J 

faY©^e-, he, ©Hfflixtto na 
BSSriMSPU ^©u^x^ctttjt&sjas^w' f-xhd 

[ 0 0 9 6] ( 6 ) ijatcjjofc-c. ±gEiati@»S€: y 

-F7Y F-'>'5'^r€:ii^r7 : -^CDAtb^7^f^ton 
JbfiY©«HEtr* h e , ©fSH 1 XttOKJ: ,tV- h 

(Hashish u ±iay- F5^ f-/<? 7r{cp^sn-5 



A 



T±iaRffS© U >=X ? tcfgnfl-r & C £ J: 0 , Bg-Stfl&H 

(To 09 7] (7) jjecana-T. ±i aiataiggg£y. 
' - f ? -7 h >< v 7 7 Vg uTf - »cAa^ffi^fon 

j'T'a-^^, ±§gy-h'-7-f h«77T^. Hay 
5 - u-^ X $ Rggjic© U£^»^©M^jL»ijii ^ 
r±§a y©#^ b' y h e , ©^g lXBQKj:^ rijjji 

[0098] ( 8 ) ±iefctti^. r. uzmmmmm 

: ,m*~y KDifPilt. A^lStifcX. YWN* 
Stt. A=l. B = X<tLr. A- A' modNiA = 
ABmo d N©?St#?£3e£fT&(,>. *^-Sjg«f(Cfel,>r 

Y©±fit*>6i t-; hfoAt, isao-c*n«±iaA 

' modN©iRWS»*WS»tt5 s -4'tO-C-E©ai*dr 

-7 s >yrfetB@sS(c $ aft® 1 -e*n«-hfaA 

' modNiABmo dNW^etSS^W^^r-fi 
CC*©IB*.5» -f 3 > y-T?IBttlHl!5K:8l»).i&t»t»©-C* 
fT, ±iaA = A 1 mo'dN©«|jt*S#*<ffl^;Snr*>6 
±ia A = A B m o d N ©SMbPHte S n S S S -C©Rfl 
JjaA-A' mo dN©»ff=Mtti&U A = A B m o d 
N©?SIIMS*** hj* $ nr a> 6 Y© er » f- ©^H^JSM 
^©t? Kc^iEL/cA' modNOW 
$ n ^ "C©P B 1 ^ ±ie A = A B m o d N ©«)fp*,fil 

[oogg] ( g ) ±ge{c/jn*-c ±ia«f ^{fc^affl 

> FCgjffibt, ATJStifcX. Y^N?: 
SW. A= 1 . B=X<hL-C. A = A* modNiA = 
ABmodN©iSfiLi^-tl-? i ncCSiftyr5i— 

awffitciv *>*>s?amK:M»-cY©±fii*>e. 1 tr > v 

tx«±ia A ' modNiABmodN ©}I»fS^?:WJa 
ttf.-Zt LtTiatS@iffifcBXOiity4>©-C*«3. ±e» 
I10©<!:#©A = ABmo d N©$£«jflEt. SSi»«!) 

[0 100] (10) WWJ-^^lgti 
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*»f¥^fTfo*ii I ca- FCC, jjg*wt«ixtta 

co ion (in ttassm&««;-K7Y H^gi 
[0102] (12) ^mmmsummmm^ 

ft* 5 > ^C«M¥«W©B1— fk*tftt 5 «fc5 (c-r * 
ctW*). •*y*-/HbSftfcW ?p3>t 
(CM f 5 «MEiR«*«ffl U fefBRSBBCcr 5 C £ 

[0103] (13) ±mctiax.-c. ±ia^-f 
yfj-^OTy,-;** 1 0©if^ft»5_Bcfc 

[0 10 4] (14) iJEtcSOxT. ±IB-7-T*a3 
r£ft fKiEfflnltla^ * SUftfe$*ttft£3 tr {> © £ 

*swr»frr 4ig^«ffiiffl»j([ j.- * h tc j: 0 tf ft 5 

5teTSC£#T*S£l>5^*tf»6ft.5. 
[0 105] (15) _hie(C})I]^T. ±!2-7W*n3 

AfiStitcX. - Y&tfN****. A=l, B = X£U 40 
r. A = A* mo dN£A = ABmo dN©?f5#fE£?Tft 
C>, frfr£^giC:fol>TY©±{£fr£> 1 f ? I-T^ 
r. ^S0-C^htf±feA' modN©?l||?tt»£1f$* 

ttf-zt (yTiattasSKiK*) tan 1 T-*>nii± 

f2A l mo dN£ABmo dN©'SI»*§**Wjgjft7\- 
*©A=ABmo dNOiSllWftf¥*±ia»a@W©y5 

j®F2£f«jffi ^ * Bit cct 5 c 4 ar -5 £ t » 5 m 
mm*>ft*>, 50 
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[0106] (16) ±iaccft)x.T. ±12 

ADZhtcX. YSCfNfcStf. A= 1 > B = XiL 
T\ A = A ! modNtA=;ABinodN©SS4tT& 
t>. *>*>5iSff«:*H,»rY©i:fii3S>6 1 » h"**-?* 
r. ^II0T*tl«±f2A' mo dN 
ft? 1 - if £ LXJcVtiijlZ 4 \ > ^-CKttllBtCffi*) & 
iftJI 1 t?*tili -hiHA 1 modN£ABmod NO 

^.IllSgCcaXOjitftO-C^O. ±I2A = A' modNO 
8tJMS»**tH;*; StxT^e. ±12 A = A Bm o d W<JM% 
ttfflfeZti&Z&V<Dffli,±LgE;A=A l m o d NCWP 
«8ttU A = A B m o d N©StlMS«*sm*.3nr3S» 
*>Y©b*;> h©^K«S&ffi££«>-t:&©tf"; h tCjFfCfe 
OfcA' modN©MS^te5^^*-C©^6±f3A 
= ABmodN©lfcf^ft«t«r4Ci«cJ:"j. Bi^MS 

(17) ±iatctt]^-c. ±ia-7-(*an>f^"*© 

X. YRVN^SW. A=l, B = X£LT. A = X' 
modNi:A = ABmod N©?H^4-€-<a^(C»Lr 

7 n-?||#£tT*H\ ^3!P5fll»cc*jt,»rY© 
o d Nommsmz^Mrj:?-* t b-az^Mmcm.*) 

ii^. l^Sl-C**3«±ieA' modNiABmodN 
©•C*0. ±IBI&Ii0©i#©A = ABmo dN©?^ 

[0107] (is) ±iaccfln^.-c. ±iaBg^(fc^® 

W. A=l. B=X£UT. Y©t*v hWffltCIoD-C. 
A = A' R" l m o d N, A = A B R" 1 in o d N©MIRt 

CC W $ 6 {C±ia?a^^W*' N ©MgtW - N *ff ft ^ 
4 . S * - 7 n -*^^L/ 

ftv»tB^-ct>±S«»w- N«c»iSL/fc3R»«: J: 
f 1 -* *4BWi«aBfl«i©y5-!ftff*fft>. ±ta^- 
-/<- v a -<r>mmx. wis u t w^jft t 1 - * ^ta^i $ & 

Z C t tc J: 0 . 0f#fkMiaffi?ll»^-=- » h ©ra^fbRO' 

2 C £ AS r # -2. <b t> 5 Sftft*^ 6 n 2> . 
[0108] (19) ±.mcm^X. JilHA' R-'m 
o d NXtiA BR'mod N©$JM£»W?:3S 1 ©latt 
088tC^$ftt. SfiLS©*--»N'-7 0-7 5 V©W 
M^iettL/. ±IBW**J|t©aK:±Sa» 1 f2t£0SS©& 
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Mt-J<~-7U-7 7 i<0 V#W3IH5f(C«±§em 1 ©13 
tSHIBKitett L, . * 7 P - 7 -5 y O V #8&<,>H# ft 
W±I2® 1 iBttllgg&a3%3$2©£tS@?St<:<±£i3 

&@ w© tfs-flft&LTttttu ±aasf? i ©latins 

©SIIHS**W3»ar * £ L r ifj;>7 ? C £ fc: J: 

Bf^ftMii^^a^-y h©HBR{fc&tf*atft*B 

[0 10 9] (2 0) ±fattJjnxT. ±KA* R" l m 
odNXBABR-'mod N©?8mj§£W£& 1 ©IBtS 10 
BJ&fcttttU iWaot-/<-7n-7?i'ovo« 

^ ^ yo v##£ £ * «c±ksijms*w- N * 
Kjroiawsn. *-'<-7v---7 7</ovinm^*.tt 

K.\t±M&m 1 SEttllKoaiSfSSWS •feUi'SCC.tOjii 
RL-C* 2 ©ffitl@8fctt»-rse Bg^fbM 
ifBSWai, h®1IBjKfbSV]KX{l:«ia0-3O. H?£ 

t/fc»ft*Hii{c-r -s c £ #v* s £ i» 9 $1 
mmztiz. 20 

[0110] (21) ±!BiCft]xT. ±IB A 1 R-'m 
o d NXttA BR'raod NOS39fSSW«SI 1 ©Ifitt 

fc&Etau ±fB3pi]^»©S(c±ia» i ©latfdisg© 
7 ^ yo v ^ £ * tamw w - n 2 ©fatness 

l?W-N£iS3©fats[HJS8{CtataU t-/<-.7 0-7 

5^ov & * (c«jbia» 2 ©iattBB©* 8 - *a« 
^fc^-^ortij^u *-^-7a-77^ov 30 
sr«c»±a3» 1 ©tattisiss©^- utmntaf 

5. 

[0111] (22) ±l3(CJ50Ar, ±SBA' R-'id 
0 d NXttA BR-mod N©*amiSW£3fl 1 ©fata 
@SS(cfSMl/. ®SLg§©*-^^-7a-7 7yov©W 

Shiatsu _hfa*i^^©^{c±ia» 1 ©lamas© 
ifs#*s*wa> 6 n <D : em&m - n £ 3$ 2 ©gatenssK 40 

f&lftG, *-'<--7a--7 5^0V#ft|t,><!;£3n©ia 
tt|5]88£^2©iatf.|5ISg?rjS!R-rsST{4r KU*£iM 

*£3tf-c, ±iasr2©tatf.0SS*iSWT.2.7 fu*kj: 
9 is 1 ©lemisiifS^sjR LxmmuT- ? t lx aw s 
•tt. * - / \- - v a - y => y o v fim*> £ # iff 1 ©tati.® 
gg£JS2 ©tasisiss^jsiR-r-sfiTlir f ux£-e©$ 
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[0112] (23) ±ia(CftI^-C. ±gBA z R 'm 
0 d NXB A BR-mod N©8BM*SW£8f 1 ©lata 

*t*aettu ±iaffj*^©?^«:± u s a0 1 osmmnt 

m 2 ©!BttBK©7 F !✓ * 4S» U m2 ©iataEISS* 

©«Sw-NjWftofrr» i ©lataieiss^iSRrsr f 
uxk: <£ <) stR$n^^2 ©satfsgtc^emw- n 

5rt8Jftb. t-^'-7P-7 5J/0VASS5i^tCO* 

±iar Ku^^ssstftt/, is 1 (DizmmszmtRt z 

T \ : UX(CJ:t)MVl£ti6% 1 X«^2 ©lattlHlSS©^ 
{b*UIflI8i Uti - ^ h ©Sf mi kicfaz. r u i> x y ^©* 

[0113] (24) ±ia«CftJ^.-C> ±iaA' R-'m 
o d NXtt A BR-mod N©M^ISW4^ 1 ©latt 
UlSStCf&JrtL^ ±SB*l*«ff©ftK±BB» i ©tats™ 
©^»i^*fSWA>6 N©«^W - N £tf -s 2 ©lata 

wwcvm l . c©w - N©^»*5}f -bnfcB#©Msti§ 

©,-KD — 7 5 y BR^riataL^ *a-77yBR^5 
t*(C«. mi ©ietalslSS<!:»2©iattlHlSS=£jMiXT^ 
FUX**KS*T. ±ia^2©latSlll88 i &jS 

iR-r s r f «c J: o m i ©iatiiniiES©?sgE^w«:tB 
73 L. *"a-7-7yBR*m»i*«c«. mi©iatf.[5i 

SSi»2 ©latalHlSS^jlJRT^gTliT F UX**©£ 

$ lt. ±iam2©iati@3S j &jMlR-r^T f uxtc«t d 

»2©iattlHl38©ill^*S*W- N^tb733ti:ec£icj: 

mzmrn u tcmmzmmic-rz c tvx* zti^wm 
[oii4] (25) ±iaicftnx.r. ±ia v-Y^a 3 

nfcX. YKCfN^rSWv A=l. B = XiU, Y© 
fcf? h©M{Ct£D"C. A=A J R-modN. A = AB 
R-'modN©!^ 1 . i|§^*tc^-^<"7a- 

W- N *ff ft 5 ISlbflPi . S «r ©iSIIWSSK;*-^- 

7 o l &t >ia^-c 4>±ia«^w - n (t*tiD l /c 
.*tft». ±ia^-/^-7o-©wi£iic^)SL'TWxfiaf i 

- * *tB73 5 tir S c i J: *) . . Bg^^«?lllffliS5^^- » h 

©fa^ttcjjD^. tuyx? ^©s t &frmm<Df®m{t t 
c i ft x * ^ £ t jto * e> n s . 

[0 115] (2 6) tmcmZX, ±M-7 4>?Ui 

y^^-ncD^mmmmmu^-y nas^x. ±§a 



(19) 
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A' R l m o d NXfctA BR" 1 mod N©$g<£-£W« 

01 ©letsmsstc^t. ias^^6<D^-^--7n- 
7 ? ifo v ©w*t ^lattt.. ±fa#j&?ii# wttum 

1 15lf.|HISg©-iimSW*^N©il^W- N *ff ftt,\ 

±§30 i ©settigsgfc&frtu t-;wp-77^o 

V*Jm^«CB±SB* 1 lEttBBittUtt 302 ©tEtt 
a»'«C±iaiiftBfl«J<oy 5 -fjjfFt LT#fi*iA#. ±12 

jh i ©fatt^awajMtsjw&a&fc**-* t L-rtttfjs 

[0116] (27) ±I^cJDxr. ±iav-fi7arj 

> b* * - & <ov§mtmwmm&3-- v v k & i>-c . ±ia 

A 2 R-' ra o d NX« A B R- 1 m o d NOlf 

0 1 ©iEtllHlS&fcf&ifrt L . iS&g©* -/<-7n-7 7 

yov©«&£iatfu ±iai !£ig&<Df&{c_kfass 1 © 

ia«.llSS©m DC f£« 6 N©«J|W - N £ff o T =f - 
A- 7 o - 7 7 y O V 5 4 * tc-fe u * * tc «fc o ±ia 
swis*w-N*a9?t. *-^-7o-7?yoy* 20 
t * (c«-fe u 9 2 ic <t 13 ±fan? 1 gsttgi$©ffi#M5 

0W*atR Ur0 2 (DiBtSSKtCtSM ur wfljft **- * 

(Dffimimzmmtzm 0 00 , ^j^^f j« l/c«? 
R*ffl»ce-rs c 4#-c# s 4 mnmmzhtiz. 

CO 1 1 7] - (28) ±latcft]^.-C. ±ia-7-f^nn 

>t- *-*<DB§mmmmmB3.-v mcm>-c. ±ta. 

A* R- 1 m o d NX«A B R' 1 m o d NOSf ttSW4 
SIlOlEttSIWJcttttU St»S<0*wc-7n-7 9 

fovflowjfcfctatau ±sa*c&3ts*©f&«c±ia0 1 © 30 

Ett@IB©iSiJMS0 W*> P. N ©«SW - N &ff o T * - 
/<-7a-77yovmiS tCttMfl*£0W - N % 

02 ©iaft[5]sSK:fatf. l, d- v 5 y o v*s 
feb > 4 * cc B$mi0w - n * 9 3 ©lettmssttiatt 

L. '<-7a-7-7yoV*^Sifi»{c«±ia»2 

©jatt@»©f*-* wimii?-* 4urn5#u *- 
j<- ^ a - ? 7 H O V n 4 t tai±IE0 1 ©latsiEi 
88© 7*- * ^mtj;?- 3* 4 LXWlt Z> C t(C J: 0 . 

[0 118] (2 9) ±iatCto^.T. ±iav^i'an 
>f^-f ©H|#{tMIIM8t|:x- 9 Mcfcl,>T, ±ia 
A 1 R 'mo dNXttABR-'rao d -N©8iJW§*W£ 

^ov©W;te£fatiu ±fa*i^n«f©^«:±ie^i<z> 
iatiiaiK© jswttaw* e N©ttftts&w - n m 2 © 
ta^iHisgtc^t. +-^'-7a--7 5^ovAs^t>i 
e*0 1 ©isttsS402©Kttia»*aKT'5«T{ir 
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p uxtc a •) 0 1 ©Ettans* sir l, -cwttaf - * 4 

GTHtfj;*ti\ *w<-7n-75?0V^5i»» 
1 ©iatt@B402©fatK®B£i2W-f £gT&T P u 
***©*«£ LT 31 2 ©ffitt®K©8MWg**Wail& 

a- 9 r-©(B*ft«:*p^rus>xir'N©#fifjA^®cD 

lifers c iAJ-ffi? s ii^xJiMf ens. 
[0 119] 00) ±i2icfti*r. ±iav-/^D=i 
>tr»- jr<Di«^ffcsaam«»a-9 Kcfei^r. ±ia 

A' R^modNXttABR-'modNCSSIWgftW* 

0 1 ©ieffiisissjcfsw 0. »»»©*--'*- 70-77 

i^Q V©W^=£la«. L/ . ±ia*&i8*©fftK:±iB* 1 © 
iatta»i*2 0[)iatftl3»©TKUX*3!EftL. »2© 

iiiw*>6 n©«»w- Nfctf -jx* 1 ©lattiiss^a^ 

TSTKU^KJ:f)a!R$n?>02 ©i2tf.lH8g(C 
W-N«t, ^-/n'-7CJ-7 7^OV70SWS4 

fi*{c©^±iar k i/X5:BgSfeb, ^ 1 ©iatftPffi* 
mu-rz, 7 y is * k J: 0 atR3 n m 1 x«* 2 ©gats 

^©T^fcWa&fc-f- * 4 C/rm^iS-f* -select: 
0, WHigraffiAifci- ? h©w*{Wcjn*-ci/y^ 

5"^©»*ii*»ffl©IBSRffci]Safb4ia0-3-5«ttiR 
[0 12 0] (3 1) ±iBCCfiDx.r. ±13-7^^13 3 

>t-^-*©fft^ffcMiim?^^- y Kcfc^r. ±ia 

A 1 R-'modNXBABR-'modNOlSSSW 

0 1 ©iattnis§ic*sw u . ±ia*i^m»©'*tc±Em 1 

©Et8@B©fi?#tt«ffiW;fr 6 N©«ffW- N^ff r» r 

02 ©iatf.|H!5S(cteW L/. C ©W - N©«»#f? t>tx/c 
B#©S|j¥S*>6^a-7vyBR4iat8ty. *o-7 5 
i^B R»5W-5i fiTKB. 01 ©ietf.[Hl8Si02©ie^lI 

«*at*f s*TffiTFux*aMsstt-c. ±ia02© 
iattiaK*aw-r4T f uxk j: d 0 1 ©iatg[siS8©ig 

WS*W%H1*L/. !Ka-7 7yBRj4i3lS^i§«:», 

01 ©iatg§issi02©iett.iHi2S ; &atRi-?.ST[4r k 

bX^-eoSSUt. ±ie02©iatSlHl8§ ; S:il^T? > T 
K 1/ X tC «fc 0 0 2 ©I2tt|BI?8©?I#fg0.W - N * m^i § 

ao*r b y ^ a? "^©»*ii*»ffl©Br3iMfc 4 ^aib5rs 

[0121] W±*|6i»#«fc«)aS*i^t«W*IIH[W«: 
€?n-5 6©T»a<. -?-©^g€-BKt/a^l5fflra 

ij~ kccb. 1 -5©^s»»ai«@»j6a4Sttr s*>© 

fife. S^©^aS<$««(5188«a*i^t)c3nS i©r* o 
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{0122] smwastt^ffi© J: ^ae^«a*!f & 5 

Ha««fc ^tcffliWAiSWB*^^.- SWAOISJIUCJ: 
•J8S3B £tT&5jfr>§;0>©#ft 3 £8o«f: 5 ttSWMII. 

Htfty. »#A 681* B*cFBfc 6. -e^SI* 

10 1 2 3 ] ±137-1' *n=J>fa-£«. ?~*/%m 
* j&Sftfc R O 13?*- )6fCg£ o r t 5 

fC. y- Affl?© 1 f ? 7'7 ^ B 3 > f a - ^ I?© J: 20 

-5 KJ&Sg&g©!ftg&&1l7 -< ? n 3 > f a - £ tcffi < 

ara-c#**>©-c*>£. eo&ws. wmmm&'jmt 

[0124] 

[0125] Bf^tMffiXtia^ffcAJiS^^o/cx-^ 
y&tflftfl:SfiE©B-Ht£fT& 5 J: 5 CCT £ C £ CC J; 40 

[04] a3(D=i7'D-fe^-9-©«l(t5:^-rSte*©-7 50 
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[05] EI3<D3^a-fe ytfo— WemZifctr7u<> t 

tf>©-3?«fefll&*rf :7a »/ £0-c<&£. 
9*0r&<5. 

[08] 03©n:/a^9lf©fl!i©— IfeSS^l^'TT'ei 

9*0-e&s„ 

[09] COMKHi3 7 , Ofe7 t©«©-|IMto 

[010] H9fC/^bfca7 , a-fei--!fCD8!i^^Jl-r5 
&#©— Sfel&WfcmT^a 9 ?0-c*£„ 

fun] c<omMic{%z=i7'vtevy<Dm<D-mmffl 
[ni 2 ] c owrnokh =» t k> -y-cDfiko-jts&w 
[013] co^oc^sn^cuz^^te©— mmm 

[014] 01 1 trt>L0 1 3lCmbtcziyu-k 9 It© 
[015] C©l£H^tc(?|^3 7 - n-fe.ytf-©SCCffe©-H 

*«o»ffi?&8iwr sfc*©* -f 5 > ^0r*s. 
[016] cvmiictezztzra-bv-v-omnm'tom 

[017] co^Wtc'filSn^a-b'ir if©^©— J?te(«J 

[018] C©^Bg(c^^37'a-fe v1f©ffe©-j|SSW 

[019] c©^^* 37'q 1 9 tfoflfe©— siteW 
^■r^a 9^0-CdbS. 

[02 0] C©^tC^-5 I C^-Kffl?9^©ffe©- 
I^SPi^^-rSSPT-a 7 ^0T*5„ 

[02 i ] 02 0©*'?>^©-giifipi) ; &^-r7'i3 9 ? 
0-c*s„ 

[0 2 2 ] 02 0 © I C Kffl* 9 V'(D$m(D-mt: 
n<f?4 S>^0T'*^„ 

[02 3] C©«WKiSS I Kffl^v^tOStCft 

o-iB«w%*-rs»^o 9 f0-C*S„ 
[024]02 3©ic#- fmf- v y'omto-w* 

[025] c©i»B3waifflBiffiaia»«)fP48ii!H-r4te 

at>©7 a - 9 * - Y 0T* 

[0 2 6 ] C©^W5Cfflt,» ?>ft-2) 3 V'O-fe 9 •?©{£©— 
HE»«4*r^n 9 i»0r*S. 

[02 7] CC^itCfeWS r R' modNj ©itjJL* 
ffi>&in-rit^0-C*6 o 

[02 8] C©^Cc^^,Df^b^IIffi^»3.-9 h© 
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